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Java Null Pointer Exceptions (NPE)

e 00 P — Showing 15,855 available commit results ® Sort: Recently authored ~
- . or view all
'Update Android info' has encountered a problem. apache/brooklyn-ui (5 | esdteza | (<)
apache/beam fix NPE thrown in ui for locations without display name
An internal error occurred during: "Update Android [BEAM-13( @hgittin committed 17 hours ago v/
info". nielm commit
apache/cxf |'_D b4f45e7 <
| <<Details | [ ok apacheot | X804
l\/lerge pul Jan Filipski authored and Jan Filipski committed 18 hours ago v/
ffang commit
An internal error pccurred during: "Update Android info". apache/hudi Verified || (0 | asfesas o
java.lang.NullPointerException apache/pulsa [HUDI-3263] Do not nullify members in HoodieTableFileSystemView#reset...
' ‘ Fix checkR danny0405 committed 18 hours ago v/
gaozhangmin
E e apache/incubator-doris Verified |'_[,3 5fceadf <
[improvement](Load) Cancel the load job ASAP when encounter unqualifi...
morningman committed 23 hours ago v/

Common source of Daily NPE fixing commits from
Java application crashes Apache Foundation’s GitHub Repositories

Left image from: https://jira.appcelerator.org/secure/attachment/47954/Screen%20Shot%202014-05-09%20at%2011.23.48%20AM.png



Existing Techniques for NPE Repair

Vfix (ICSE’19), Genesis (FSE’17), ...
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Program with NPE APR System

alest.java
bTest.Java

Test-suite

Highly depends on developer written test-suite
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Existing Techniques for NPE Repair

Vfix (ICSE’19), Genesis (FSE’17), ...

APR System

afest.java
bTest.Java

Test-suite

Test-suite is not available when NPE is reported
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Our Goal: Fixing NPE without Tests
by Inferring Specification

T Jira

Error
Report

APR System

Specification
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Example: NPE in Apache Commons-Lang

public static String m(Object obj, String valuelfNull) {

Class cls = [o]o]He [C1{®IEEETIRE

String name = cls.getCanonName();
return name == null? valuelfNull : name;

J



Example: NPE in Apache Commons-Lang

public static String m(Object obj, String valuelfNull) {

Class cls = [o]o]He [C1{®IEEETIRE

String name = cls.getCanonName();
return name == null? valuelfNull : name;

]

If (obj == null) If (obj == null)
return valuelfNull; return null;

Class cls = ...; Class cls = ...;

Correct Patch Incorrect Patch



Problem: Inferring Specification

public static String m(Object obj, String valuelfNull) {

Class cls = [o]o]He [C1{®IEEETIRE

String name = cls.getCanonName();
return name == null? valuelfNull : name;

]
\/If (obj == null) X If (obj == null)
return valuelfNull; return null; r)
Class cls = ...; Class cls = ...;

Correct Patch Incorrect Patch Specification



Problem: Inferring Specification

public static String m(Object obj, String valuelfNull) {

Class cls = [o]o]He [C1{®IEEETIRE

String name = cls.getCanonName();
return name == null? valuelfNull : name;

}
— — o
\/If j == X j == T
(obj == null) If (obj == null) _
Input: null, valuelfNull
return valuelfNull; return null;
Classcls = ...; Classcls = ...; | Output: valuelfNull

Correct Patch Incorrect Patch Specification



Our Idea (1) Learning Null Handling Model

Learn how developer handles NPE

—

Codebase

ﬁ(x ==null ? true : x.isEmpty()){\

throw new IOException(...);

new Object[] {
X == null ? null : x.getClass(), ... }

log.info(“Conflicting ..." +
X |=null ? x.getCanonName() : null);

—

Model : Expnpe 2 EXPronnpE

\_ /

null.isEmpty() = true
null.getClass() — null
null.getCanonName() +~ null
N\ /




Our Idea (1) Learning Null Handling Model

Learn how developer handles NPE

Codebase Model : Expnpe 2 EXPronnpE
/ X == null?tl‘ue:X-isEmptY()\ Gull.isEmpty() - true\




Our Idea (1) Learning Null Handling Model

Learn how developer handles NPE

—

Codebase

X == null 7 null : x.getClass()

\_

/x == null ? true : x.isEmpty() \

—

Model : Expnpe 2 EXPronnpE

/

qull.isEmpty() — true
null.getClass() — null
\_ )




Our Idea (1) Learning Null Handling Model

Learn how developer handles NPE

—

Codebase

/x == null ? true : x.isEmpty() \

X == null 7 null : x.getClass()

X = null 7 x.getCanonName() : null

—

Model : Expnpe 2 EXPronnpE

\_ /

null.isEmpty() — true
null.getClass() — null
null.getCanonName() +~ null
N\ /




Our ldea (2) Spec. Inference by Model

Using the model, infer non-NPE output for NPE input



Our ldea (2) Spec. Inference by Model

Using the model, infer non-NPE output for NPE input

« Symbolically execute m with NPE input (null, valuelfNull)

static String m(Object obj, String valuelfNull) { “

Class cls = [} getClass(); {evaluate null.getClass ... ]
String name = cls.getCanonName();

return name == null? valuelfNull : name; } JI M




Our ldea (2) Spec. Inference by Model

Using the model, infer non-NPE output for NPE input

« Symbolically execute m with NPE input (null, valuelfNull)

1. Interpret null.getClass() as null _ )
Using learned model
, 7| null.getClass() ~ null
static String m(Object obj, String valuelfNull) { <

Class cls = [i]§].getClass();
String name = cls.getCanonName();
return name == null? valuelfNull : name; } M




Our ldea (2) Spec. Inference by Model

Using the model, infer non-NPE output for NPE input

« Symbolically execute m with NPE input (null, valuelfNull)
1. Interpret null.getClass() as null
2. Interpret null.getCanonName() as null

static String m(Object obj, String valuelfNull) { “
Class cls = [i]§].getClass();

String name = [@f.getCanonName(); <[eva|uate null.getCanonName ... ]
| return name == null? valuelfNull : name; } JI M




Our ldea (2) Spec. Inference by Model

Using the model, infer non-NPE output for NPE input

« Symbolically execute m with NPE input (null, valuelfNull)
1. Interpret null.getClass() as null
2. Interpret null.getCanonName() as null

static String m(Object obj, String valuelfNull) {
Class cls = [i]§].getClass();
String name = cls.getCanonName();
return name == null? valuelfNull : name; } |f5r

Pre-Condition Post-State
obj = null return = valuelfNull




Patch Validation by Spec.

Check semantic equivalence

Pre-Condition Post-State
obj = null return = valuelfNull

obj # null A g(f(obj)) = null |return = valuelfNull

: : ) f = getClass
obj # null A g(f(obj)) # null |return = g(f(obj)) g = getCanonName
Tif(obj==null) J|  [[if cobj == null) |
return valuelfNull; return null;
Class cls = ...; Class cls = ...;
Correct Patch Incorrect Patch




Challenge in Learning Null Model

 Conflicts in same null expression
* e.g., multiple, but different handling for null.toString()

return retType != null ? retType.toString() : null;
this.f = obj != null ? obj.toString() : "";

* No null handling for custom method invocation
* e.d., null.getCustomerinfo()



Our Solution

Design Features

Context Features (for precision)
« Syntactic features of NPE expression (e.g., is field assignment?)

Name Features (for generalization)

« Top 20 words in methods: "get", 'set", "is", ...

Overview of Learning

Null Handlings Encoding by Features Learned Classifier

return retType = null ? :
retType.toString() : null; * <1010, null> 7 |/\

this.f = obj I= null ?
obj.toString() : ""; — <0010, null> Pgm X Expnpe — EXPronnpe




NPEX System Overview

=m Null Handling :
=EE = | Code Mining > :

Codebase Null Handling Model
v

m Specification /A Specification / Patch
— >

I‘A M Inference —/ - | Verification

Program,
Stack trace \

synthe5|s
Ca”d'date§ Candidate | Rejected

faults patches
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Evaluation Setup

« Benchmarks: 119 NPE bugs
VFix: 30

Genesis: 16

BEARS: 14

Ours: 59

* Tool Setup

 NPEX: no test-case (stack-trace only)
* VFix (ICSE’19): with test-case
* Genesis (FSE’17): with test-case

 Patch Correctness Criteria
« Semantic equivalence with developers’ fix



RQ1: Comparison with Other Tools
for Fixing NPE

Sources  #Bugs #Run FixRate #Run FixRate #Run FixRate

VFix 30 30 63% 0 - 30 67%
Genesis 16 16 63% 16 50% 2 50%
Bears 14 14 43% 14 21% 2 0%
Ours 59 59 44% 59 16% 21 14%

Total 119 119 89 23% 55 44%



RQ1: Comparison with Other Tools
for Fixing NPE (vs Genesis)

Sources  #Bugs #Run FixRate #Run FixRate

VFix 30

Genesis 16 63% 50%
Bears 14 43% 21%
Ours 59 44% 16%

Total 119

NPEX outperformed Genesis without tests

25



RQ1: Comparison with Other Tools
for Fixing NPE (vs VFix)

ooamars o
Sources  #Bugs #Run FixRate #Run FixRate
VFix 30 30 63% —~N— 30 67%
Genesis 16 16 2
Bears 14 14 > 2
Ours 59 59 21
Total 119 119 51% 55 44%

26



RQ2: Effectiveness of Spec. Inference

Benchmarks NPEX Uses test-cases

Sources  #Bugs #Run FixRate #Run FixRate

-

~

without spec. inference

J

VFix 30 63% 23%
Genesis 16 63% 31%
Bears 14 43% > 21%
Ours 59 44% 15%

Total 119

Specification Inference is effective
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Case Study: Inferred Spec. vs Test-Suite

NPEX often inferred better specification than test-suite

List getMembers(Class ¢, ...) { - Input (condition)

Lis’F merr:bers = new List(); cl=null &
while (c!= Ob]ect.class t Test c.superclass=null& Empty list
members.add (MELISEGHE); c.field = )
c = c.getSuperclass(); .
c = null Empty list
} NPEX-
return members; inferred ©'=null& Any
) c.superclass = null

NPE in Aries-jpa Test-suite vs NPEX-Inferred Spec.
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Case Study: Inferred Spec. vs Test-Suite

interface class I {}

NPEX often inferred better sped @Testvoid test() {

List getMembers(Class c, ...) {
List members = new List();
while (c = Object.class) {

members.add (MEEEIEGHS));

c = c.getSuperclass();

}

return members;

}

NPE in Aries-jpa

assert(getMembers(l.class) == []); }

c!=null &
Test c.superclass =null & Empty list
c.field = {}
c = null Empty list
NPEX- - Ll
inferred ©'T ] Any

c.superclass = null

Test-suite vs NPEX-Inferred Spec.
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Case Study: Inferred Spec. vs Test-Suite

NPEX often inferred better specification than test-suite

List getMembers(Class c, ...) {
List members = new List();
while (c = Object.class) {

if (c==null)

return new List();
members.add(cl.getFields());
c = c.getSuperclass();

}

return members; }

VFix & Genesis’s patch
(test-overifitted)

= nput (onditon)

c!=null &
Test  c.superclass =null & Empty list
c.field = {}
c = null Empty list
NPEX- - Ll
inferred ©'T ] Any

c.superclass = null

Test-suite vs NPEX-Inferred Spec.
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Case Study: Inferred Spec. vs Test-Suite

NPEX often inferred better specification than test-suite

List getMembers(Class c, ...) {
List members = new List();
while (c = Object.class) {

if (c==null)

break;
members.add(cl.getFields());
c = c.getSuperclass();

}

return members; }

NPEX’s patch (correct)

= nput (conditon)

c!=null &
Test c.superclass =null & Empty list
c.field = {}
c = null Empty list
NPEX- o Ll
inferred ¢~ ] Any

c.superclass = null

Test-suite vs NPEX-Inferred Spec.
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Summary

 Fixing NPE requires specification, but test cases are typically unavailable.
« We present a method for fixing NPE without tests by inferring specification

—ia Null Handling ;
=ﬂi_ = | Code Mining | — :
Codebase / Null Handling Model

Specification / Patch

@ Specification A
& 3¢ Inference =< Verification \
Program, /OCQ/. Spec. ig“lass-
Stack trace & .m / E@gga

L Rejected

Cafl:;?jll(tjisate Candidate

patches
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Limitation of NPEX

NPEX assumes that no other faults exists than missing null handling

IterReader(Iterable iterable) {

this(iterable.iterator());

}

IterReader(Iterator iterator) {
if (iterator == null)

throw new [NIBE();

this.iterator = iterators;

e

IterReader(Iterable iterable) {
if (iterable == null)
throw new lllegal ArgExn();
this(iterable.iterator());
}
IterReader(Iterable iterable) {
if (iterator == null)
throw new lllegalArgExn();
this.iterator = iterator;

}

Incorrectly Inferred Specification

iterable = null - return = NPE




